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Welcome to the English Academic Technology Bulletin. This publication of the 
English Technology list communicates basic information regarding the use of 
technology in the preparation and imparting of instruction. The English 
Technology list is a closed, moderated list restricted to the staff of the English 
Department of the College of Humanities of the University of Puerto Rico, Rio 
Piedras campus and other authorized users. If you are interested in subscribing 
to the English Technology list or contributing content to the bulletin, please notify 
Alicia Pousada (apousada@uprrp.edu), the list moderator. To post to the list, just 
Reply to this message. Remember that what you post will go to every subscriber. 
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Newbies Corner 
 
Pharming: A new threat 
 
"Pharming" is the term used to describe the automatic redirection of Internet 
traffic from the web site you want to one that looks identical in order to fool you 
into inputting your user name and password on the fake site. Your personal 
information can give criminals access to your bank account or financial records 
and permit them to  steal your identity or commit other types of fraud. 
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While phishing (explained previously in EATB #22) fools you personally, 
pharming fools your computer by manipulating its access to the DNS (Domain 
Name Server) system. (This is referred to as “DNS poisoning.”) The DNS system 
is what transforms the user-friendly alphabetic www.anystore.com address you 
type into a computer-readable numeric IP address (e.g., 71.183.245.93). When 
you’ve been pharmed, the address you type gets translated into the fake site's IP 
address, unbeknownst to you.  
 
Every computer and website has an IP address which is geographically coded to 
some extent. If you want to check your own IP address, go to:  
http://whatismyipaddress.com . You can look up any other IP address at: 
http://whatismyipaddress.com/staticpages/index.php/lookup-ip . IP addresses are 
used to trace spammers and Internet criminals. 
 
It’s important to understand that the false web sites used in pharming scams 
generally  "spoof" their links so that they look just like the ones you expect to see, 
all the way down to the code that appears when you run your cursor over them. 
You probably won’t be able to detect a pharmed site unless the hacker has made 
some error in duplicating the site. (Note: any typos or strange formatting are a 
tip-off that the site is not legitimate.) 
 
How can you protect yourself from pharming?  The National Consumers League 
and National Cyber Security Alliance give the following advice:  
 

1. Never enter your personal information into a pop-up screen because your 
information will go to the phisher or pharmer. Legitimate companies and 
organizations don't use pop-up screens to get personal information. 
Installing pop-up blockers will help prevent this type of attack 

 
2. Use spam filters, anti-virus, anti-spyware, and a firewall, and update them 

regularly. Anti-spyware software, which look for programs installed on your 
computer to track your online activities without your knowledge, can 
protect you against pharming, and firewalls stop hackers from entering 
your computer via your broadband connection. Look for programs with 
automatic updates, and apply all patches that are offered to fix problems. 

 
3. Go to www.onguardonline.gov  and www.staysafeonline.org  to learn more 

about computer security. 
 
4. If you do get hooked by a phisher or pharmer, notify the companies with 

whom you have the accounts right away and put a "fraud alert" on your 
files at the credit reporting bureaus. Also contact the Federal Trade 
Commission's ID Theft Clearinghouse at www.consumer.gov/idtheft  or 
877-438-4338. 
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5. Tell the company or agency that was being impersonated, and report the 
problem to the National Fraud Information Center/Internet Fraud Watch at  
www.fraud.org  or 800-876-7060. 

 
[Sources: http://www.microsoft.com/protect/yourself/phishing/pharming.mspx  
and http://www.staysafeonline.info/basics/pharming_tips.html  ] 
 

 
Erasing a hard disk drive 
 
If you want  to donate your old computer, make sure your  hard drive is 
completely free of data. Passwords and credit card account numbers can lie 
hidden on it and be accessible to a malicious person even after being deleted. 
Erasing and reformatting are not enough, since a computer expert can retrieve 
most or all of the data.  
 
A more secure approach is disk wiping. This process overwrites the master boot 
record, partition table, and every sector of your hard drive with data (six times is 
the government standard for sensitive data). Once you format, it will be virtually 
impossible to retrieve the data. There are many disk wiping products you can 
download for free.  
 
Try one of the following free disk wiping programs: 
 
After Work   http://www.new-utilities.net/afterwork.html  
Eraser    http://www.heidi.ie/eraser  
HandyBits file shredder http://www.handybits.com/shredder.htm  
No File Recovery  http://www.softdd.com/no-file-recovery  
 
[Sources:  
http://www.webopedia.com/DidYouKnow/Computer_Science/2007/ 
completely_erase_harddrive.asp   
and http://www.freebyte.com/filediskutils/#dataremoval ] 
 

 
Basic computer maintenance: Environmental issues 
 
Many environmental factors can cause your computer to become uncooperative.  
These include dust, smoke,  heat, magnetism, static electricity, power surges, 
spilled liquids, impact with hard objects, etc. 
 
Here are some preventive measures that you can take to increase your 
computer's lifespan and efficiency and decrease any damage that might occur. 
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• Don’t place a PC directly in direct sunlight or near heating vents or air 
conditioners. Both excessive heat and cold can damage it. 

 

• Try to keep your PC in a humidity-controlled environment, but don’t let the 
air conditioner blow  cool air directly onto the unit. 

 

• Keep the PC's vents and fans unblocked and dust-free.  
 

• Don’t smoke around a PC since cigarette smoke can damage exposed 
metal contacts.  

 

• Don’t place a PC near open windows or under hanging plants. 
 

• Use surge protectors to prevent electrical surges from destroying hard 
drives and erasing data. 

 

• Always turn off and unplug the system before you clean anything inside 
the case. Ground yourself to prevent static electricity discharge before 
touching any internal components.  

 

• Clean the inside of your computer by blowing dust away from the 
motherboard and other components. with a can of compressed air. Never 
blow air directly into a floppy drive as this can lodge the dust in the drive 
and cause it to malfunction.  

 

• Be extremely careful when moving a PC. Turn off the system before 
moving it, no matter how small the distance.  

 

• If you are using a trackball mouse, be sure to clean the rollers inside to 
with a cotton swab and tweezers from time to time to keep them moving 
smoothly. 

 

• Clean your CRT monitor with standard glass cleaner and a lint free cloth. 
Spray the cloth with cleaner and then wipe. Never spray cleaner directly 
on the monitor. 

 

• Most LCD displays can be cleaned with isopropyl alcohol, but  check your 
manual for the manufacturer's cleaning recommendations to be sure. 

 
   
 
 [Source: Preventative Maintenance Tips, Webopedia, February 7, 2007,  
http://www.webopedia.com/DidYouKnow/Hardware_Software/2003/PreventiveM
aintenancePC.asp ] 
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DVD terminology 
 
Today there are many different DVD formats — DVD+R, DVD+RW, DVD-R, 
DVD-RW, DVD-RAM, DVD-ROM, DVD+R DL, DVD-R DL, and HD-DVD. Why 
are there so many, how are they different, and how can you tell  which DVD 
format is compatible with your existing system? 
 
The reason there are so many types is that different DVD manufacturers support 
different standards, and no one format has won out over the others yet.  
 
DVD+R and DVD+RW are similar to their CD equivalents. DVD+R discs can 
record data only once, while DVD+RW discs are re-recordable and can be 
erased and recorded over many times. DVDs created by a +R/+RW device can 
be read by most commercial DVD  players. 
 
DVD-R and DVD-RW formats are  similar in function to the +R and +RW disks 
described above, but they are supported by Panasonic, Toshiba, Apple 
Computer, Hitachi, NEC, Pioneer, Samsung,  Sharp, and  the DVD Forum. Most 
commercial DVD players can also read them.  
 
DVD-RAM discs can also be recorded and erased repeatedly but are compatible 
only with devices manufactured by the companies that support the DVD-RAM 
format. They are typically housed in cartridges. 
 
DVD-ROM discs are read-only and typically used for video or game content. 
They will run on any DVD-ROM-equipped device. 
 
DVD+R DL and DVD-R DL discs utilize dual or double layer technology and are 
supported by Dell, HP, Verbatim, Philips, Sony, Yamaha and others. They have 
two individual recordable layers on a single-sided DVD disc. The dual layered 
discs can hold 7.95GB. There are also double sided dual layer discs (called dvd-
18) that can hold 15.9GB. 
 
HD-DVD (high definition-DVD) can store 2-4 times as much data as a standard 
DVD. All HD-DVD disks are rewritable. The two most prominent competing 
technologies are Blu-ray and AOD. Blu-ray Disc (BD) can hold up to 25GB of 
data on a single-layer disc and 50GB on a dual-layer disc (approximately 9 hours 
of high-definition video or approximately 23 hours of standard-definition video). 
This format was developed jointly by Sony, Samsung, Sharp, Thomson, Hitachi, 
Matsushita, Pioneer and Philips, Mitsubishi and LG Electronics. 
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Advanced Optical Disc (AOD)  has a storage capacity of 20GB on a single-layer 
disc and can hold 30GB on a dual-layer disc. AOD was developed jointly by 
Toshiba and NEC. 
 
DVD burners 
Up until 2003, consumers had to choose a preferred DVD format and purchase 
compatible DVD media. Then in 2003 Sony introduced a multi-format DVD 
burner (also called a combo drive or DVD-Multi).  Now many manufacturers offer 
multi-format DVD burners which are compatible with multiple DVD formats. Just 
be sure to read the box carefully before you buy your discs to make sure your 
burner and discs can play nicely with each other. 
 
[Source: 
http://www.webopedia.com/DidYouKnow/Hardware_Software/2003/DVDFormats
Explained.asp ] 
 

 
Using technology in the classroom 
 
 
Access and/or Quality? Redefining Choices in the Third Revolution 
 
Stephen C. Ehrmann, Ph.D., has written an excellent essay on the use of 
technology in higher education.  For the complete text, go to:  
http://www.tltgroup.org/resources/or%20quality.htm  
 

 
Media Purveyor 3 
 
If you want to catalogue and browse a large media collection of music, videos, 
photographs, and other graphic images, you might want to try out Media 
Purveyor. This utility program allows you to sort, search for, display, play, and 
edit media. You can organize your media in traditional folders, as bookmarks, 
and as albums (or collections). It also provides 43 editing effects you can add to 
your media. The program is free and can be downloaded at:  
http://www.brothersoft.com/dvd_video/media_management/media_purveyor_dow
nload_39204.html  
 
  
Speech Accent Archive 
 
This sound file archive of speech accents from around the world allows you and 
your students to compare and analyze different English accents. The speech 
accent archive contains readings of the same paragraph by native and non-
native speakers of English from different countries and regions. Each sample is 
transcribed phonetically for you, and general features are pointed out. The 
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archive can be browsed by geographic area on a map and by linguistic features.  
It has superlative sound quality. This is a project of the Linguistics program of the 
Department of English,   the College of Arts and Science's Technology Across 
the Curriculum Program, and the Center for History and New Media at George 
Mason University. To check it out, go to: http://accent.gmu.edu . 
 
============  
 
Integrating technology into the language arts classroom 
 
Here are some excellent suggestions on using technology to teach language 
arts. While they were prepared by a high school teacher,  they apply equally to 
college undergraduate classrooms.   
 
Go to: http://www.glencoe.com/sec/teachingtoday/subject/int_tech_lit_la.phtml  
 

 
Internet Resource Evaluation Checklist 
 
This five-point checklist provides students with guidelines for evaluating Internet 
resources. Space is allotted for writing notes on each criteria and a forming a 
final assessment. 
 
Download .pdf document at: 
http://www.glencoe.com/sec/teachingtoday/downloads/pdf/Internet%20Resource
%20Evaluation%20Checklist.pdf  
 

 
 
Windows tips 
 
Lock your desktop 

If you have to leave your desk suddenly and don’t want people seeing what 
you’re working on or using your computer,  just lock your desktop by pressing  
the Windows key and the L key (WinKey+L) at the same time. 

=================== 

Closing Multiple Taskbar Items 

If you hold down the Control Key when you click on the taskbar icons, it selects 
multiple tasks. Then you can simply right-click on the selected items and choose 
close group. This tip works with all windows, not just one application. If you have 
the calculator, Internet Explorer, Word, Quicken,  and Solitaire open, it will close 
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them all, unlike the group similar items command that only lets you close all of 
one type (ex: all Internet Explorer windows or all Word documents). 

======================= 

 
Password recovery disk 
 
You can create a password recovery floppy disk to help you in the event that you 
forget your password in the future. This is particularly useful for people who 
change their passwords often and then get confused. 
 

1. Click  on Start. 
2. Go to the Control Panel �User Accounts 
3. Click on User Account 
4. On the left hand side, click on Prevent forgotten password 
5. Insert a CD in the drive indicated. 
6. Type in your password when prompted to create the disk. 
7. If you don't remember your password sometime in the future, click on the 

green arrow like normal at the login, and you will be prompted to insert the 
password recover disk.  

8. No matter how many times you change your password, this disk will be 
able to open your account. Just remember that if anyone else gets hold of 
the disk, they too can enter your account. 

 
=====================  
 
Mac Nuggets  
 
 
Easy zoom 
 
When you’re working in OS X, and you need to zoom in on a page, just hit 
[Command+Option+(Plus-sign)] to zoom in. Instantly your screen will zoom in 
about 25%. To zoom out, hit [Command+Option+(Minus-sign)] . 
 

 
 
 
Adding Windows to your Mac 
 
If  you have a new Mac (OS X 10.3)  after years of using a PC, and you discover 
that there are no adequate Mac software titles to replace an essential Windows 
program that you use at work, you can  run Windows natively on your new Mac 
using a program called Boot Camp. Since Macs and PCs now use the same Intel 
processors, you can buy a copy of Windows XP or Vista and install it on your 
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new Mac. It may cost a bit, but you will enjoy peace of mind knowing that you can 
cover all your bases in an emergency. 
 
For more information, go to: http://www.apple.com/macosx/bootcamp  
 

 
NeoOffice 
 
NeoOffice is an office suite (including word processing, spreadsheet, 
presentation, and drawing programs) for Mac OS X. It is based on the 
OpenOffice.org office suite and  has dozens of native Mac features. It can import, 
edit, and exchange files with Microsoft Office and Word Perfect. 
 
NeoOffice is free, open source software and fully functional. Since it is still being 
developed, there may be periodic bugs, but improvements and updates are 
made on a regular basis. 
 
Download it at: http://www.neooffice.org/neojava/en/download.php 
 
 

 
 
Useful sites and downloads 
 
McAfee FreeScan  
 
FreeScan detects viruses, including the most recent "in the wild" viruses, and 
gives you a detailed list of any infected files with information about them and 
instructions on how to clean your system. Since FreeScan uses ActiveX 
components to initiate scanning, you will have to download the required Active X 
elements the first time you access FreeScan. 
 
For this free program, go to:  
http://www.pcworld.com/downloads/file/fid,22921/description.html?tk=nl_hsxdwn  
 

 
 
Avast 4 
 
Avast 4 Home Edition is a  free antivirus program for use on PCs running 
Windows 95/ 98/ Me/ 2000/ XP/ Vista. It has an On Demand Scanner which lets 
you select what you want to scan, an On Access Scanner which automatically 
protects e-mail programs, an Instant Messaging program,  some lightweight 
firewall and intrusion protection, scanners for newsgroups, and a  Boot Time 
Scanner similar to Windows CHKDSK. Avast 4 automatically updates itself. 
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Download Avast 4 at: http://www.avast.com/eng/download-avast-home.html 
 

 
Educator templates 
 
Using templates for managing your classes, preparing student assignments or 
conference presentations, and finalizing reports can save you time. 
Educatortemplates.com provides free templates, user tips,  and technical 
support. 
 
Go to: http://www.educatortemplates.com 
 

 
PrimoPDF 3.0 
 
For  a quick and easy way to make PDFs, try PrimoPDF. It works rapidly and 
provides security options that let you choose whether users can print, copy text 
and graphics from the PDF, add comments, and make changes to the PDF.  
Once PrimoPDF creates the PDF, the PDF opens up in your default PDF viewer 
(e.g. Adobe Acrobat Reader) unless you change the basic settings. The program 
is free and can be downloaded at:   
http://www.pcworld.com/downloads/file/fid,64506/description.html?tk=nl_hsxdwn  
  

 
 
Computer-related health issues 
 

Coping with computer vision syndrome: If you work at a computer screen and 
you're having trouble with irritated, dry, or bleary eyes, try these suggestions: 

•  Schedule an eye exam. You may have an undiagnosed vision problem. 

•  Check your eyeglass prescription. 

•  Get computer or occupational glasses. Measure the exact distance 
between your eyes and the screen and tell your eye-care      
  specialist. 

•   Get a good rest before a computer-intensive workday. 

•   Think of the three B's - blink, breathe and break. You blink less often 
when using a computer, which contributes to dry eyes.   
  Your breathing also gets shallower, which contributes to fatigue. Resting 

your eyes helps moisten them. 

•   Follow the 20-20-20 rule. Every 20 minutes, take a 20-second break and 
focus on something 20 feet away. 

•   Use artificial tears as needed throughout the workday and massage your 
eyelids with a warm washcloth nightly to stimulate tear  
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   production. 

•   Eliminate screen glare by reducing overhead lighting and draping 
windows. 

•   Use hand-held devices in the shade. 

•   Increase font size. 

•   Hold PDAs and cell phones below eye level like a book, and position 
computer monitors slightly below eye level. 

•   Take regular breaks from the computer. 

•   Don't use a video-screen device incessantly. 
 
[Source: Stahl, Linda. (2007). Computer vision syndrome can tax your eyes. 
Home News Tribune Mobile. Accessed on July 4, 2007 at: 
http://m.thnt.com/apps/pbcs.dll/article?AID=/20070626/LIFE07/706260411/1006/
LIFE&template=wapart ] 
 

 
Cyberhumor  
 
Computer proverbs 
 
Home is where you hang your @ 
 
The E-mail of the species is more deadly than the mail. 
 
A journey of a thousand sites begins with a single click. 
 
You can't teach a new mouse old clicks. 
 
Great groups from little icons grow. 
 
Speak softly and carry a cellular phone. 
 
C:\ is the root of all directories. 
 
Don't put all your hypes in one home page. 
 
Pentium wise; pen and paper foolish. 
 
The modem is the message. 
 
[Source:http://www.electronixwarehouse.com/humor/dont-compute.htm#proverb ] 
 

 
Daddy,  how was I born?  
 
A little boy goes to his father and asks "Daddy, how was I born?"  
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The father answers: "Well son, I guess one day you will need to find out anyway! 
Your Mom and I first got together in a chat room on Yahoo. Then I set up a date 
via e-mail with your Mom, and we met at a cyber-cafe. We sneaked into a 
secluded room, where your mother agreed to a download from my hard drive. As 
soon as I was ready to upload, we discovered that neither one of us had used a 
firewall, and since it was too late to hit the delete button, nine months later a little 
Pop-Up appeared that said:   
 
'You got Male!'" 
 
[Source: http://bargainshaq.wordpress.com/2006/08/15/daddy-how-was-i-born ] 
 

 
Is Windows a virus? 
 
Let’s examine the evidence. 
 
Viruses replicate quickly. 
OK, Windows does that. 
 
Viruses use up valuable system resources, slowing down the system as they do 
so. 
OK, Windows does that. 
 
Viruses will, from time to time, trash your hard disk. 
OK, Windows does that too. 
 
Viruses are usually carried, unknown to the user, along with valuable programs 
and systems. 
Sigh... Windows does that too. 
 
Viruses will occasionally make the user suspect their system is too slow and the 
user will buy new hardware.  
Yup, that's with Windows, too. 
 
Until recently it seemed that Windows might in fact be a virus, but there are some 
differences. Viruses are well supported by their authors, are running on most  
systems, and are universally compatible. Their program code is fast, compact, 
and efficient, and they tend to become more sophisticated as they mature. 
 
Therefore, Windows is NOT a virus. ☺ 
 
 
[Source: http://www.starketech.com/humor/virus.htm ] 
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The oldest profession 
 
A surgeon, an architect and a programmer try to determine whose profession is 
the oldest. 
 
The surgeon said, "You know how God created Eve, don't you?  That was 
surgery!" 
 
"Yes," said the architect, "but before he did that, he built the earth out of chaos. 
That is an architect's work." 
 
The programmer smiled knowingly.  "And who do you think created that chaos?" 
 
[Source: http://www.starketech.com/humor/oldest.htm ] 
 

 
 
 
If you enjoyed this issue and would like to become a subscriber,  please write to 
Alicia Pousada at apousada@uprrp.edu . 
 


